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Abstract—To build a large-scale distributed Internet of Things (IoT), a feasible prototype

for Internet of Everything, blockchain can provide strong support with its excellent

characteristics such as traceability and openness. Despite that the blockchain

technology ideally enhances the reliability and security of IoT systems, emerging new

security challenges remain to be resolved. This article details the security vulnerabilities

in the convergence of blockchain and IoT aswell as corresponding feasible solutions.

& AS A WORLDWIDE network structure, Internet of

Things (IoT) paradigm integrates numerous het-

erogeneous objects and sensors that surround us

and facilitates the information exchange among all

participants (also referred to as nodes). With the

continuous expansion of the network scale and the

intelligent evolution of hardware devices, tradi-

tional isolated IoT solutions may no longer satisfy

advanced requirements for security and efficiency,

particularly in the setting of the high degree of het-

erogeneity of devices and complex data formats.

First, burdensome connectivity and maintenance

costs brought by centralized architecture result in

its low scalability. Second, centralized systems are

more vulnerable to targetedattacks by adversaries

under the network expansion.1

Intuitively, a decentralized approach based on

blockchain (see Figure 1) may solve the above

problems occurring in conventional centralized

IoT. Roughly, there are three reasons. First, an

autonomous decentralized system is feasible

for trusted participants to join independently,

which enhances the system’s task-processing

capability. Second, multiparty cooperation helps

to guarantee the state consistency of nodes

that system crash caused by a single-point failure
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may be avoided. Third, nodes could synchronize

the entire system state merely by copying the

blockchain ledger to reduce the computational

and storage load. Research in recent years also

to some extent proved such advantages of the

blockchain-based IoT architecture in various

fields, for example, smart city and health care.2

In a blockchain-based system, nodes can be

divided into two categories based on the differ-

ence in computing and storage capabilities, which

are namely full nodes and lightweight nodes. The

full node saves the entire distributed ledger and

synchronizes all data in real time. The lightweight

node only saves the block headers of distributed

ledger, which serves to validate the transactions

and deal with issues by querying neighbors. With

the combination of 1) computing resources of

both full nodes and lightweight nodes and 2) data

collected by the intelligent sensing devices, the

distributed IoT system can provide services to all

users in the entire network.

Despite the potential of blockchain technol-

ogy, certain serious security issues have been

raised during its convergence with IoT.3 Based on

different attack types in classified layers, Table 1

presents an overview of challenges in system

design and corresponding promising solutions.

This article particularly focuses on the follow-

ing security concerns in designing distributed IoT:

1) communication and network security;

2) identity management and authentication;

3) reliable distributed consensus protocol;

4) decentralized cooperation and trust

establishment;

5) transaction data privacy and security.

COMMUNICATION AND NETWORK
SECURITY

A distributed IoT pattern majorly applies the

peer-to-peer (P2P) mode, which allows nodes to

interact with each other autonomously without

a central server platform. Within an open net-

work environment, the P2P mode highly pro-

motes the interpersonal collaboration. However,

openness may lead to adverse consequences. By

launching eavesdropping, node capture, or mes-

sage spoofing, the adversary can successfully

grab partial system data to compromise the sta-

bility of the IoT system.

Cryptographic algorithm is one of the key tech-

nologies to solve the above security problem.

Highly recommended by the National Institute

of Standards and Technology, the Elliptic Curve

Digital Signature Algorithm (ECDSA) has great

Figure 1. Distributed IoT architecture based on blockchain technology.
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advantages in network secure protocol.4 Com-

pared with the Rivest–Shamir–Adelman-based

algorithm and other cryptographic algorithms, the

elliptic curve cryptography (ECC)-based algorithm

ismore superior for its smaller calculation parame-

ters, shorter key size, and faster operation.5 Safety

and reliability of the ECC-based algorithm have

also been witnessed by its use in the blockchain

platforms such as Bitcoin and Ethereum.

Nevertheless, a great deal of IoT sensing and

smart devices are energy constrained and are of

limited computation and storage capacity. There-

fore, it remains uncertain whether ECDSA can

indeed meet both the requirements on computa-

tional load and memory under the limitation of

energy consumed. The study in the report by Liu6

selected a family of lightweight elliptic curves,

i.e., curves P159, P191, P223, and P255, and com-

pared their security performance in IoT applica-

tion at different security levels. Furthermore, in

view of the limited-energy concern of IoT devices,

the authors evaluated the energy consumption of

each cryptographic algorithm based on the per-

formance and communication cost between

nodes and reached the conclusion that ECC-

based algorithm can realize the balance between

energy andmemory consumption.

As discussed before, future tests and exami-

nations need to put more emphasis on applying

cryptographic algorithms to the real-world

and complex IoT trial scenario. Specific charac-

teristics of IoT devices must be considered when

applying the lightweight cryptographic algorithm

to IoT devices. Moreover, in the case of cyber

attacks such as timing and replay attacks, we

should verify whether the implementation can be

resistant to such potential security risks.

IDENTITY MANAGEMENT AND
AUTHENTICATION

PublicKey Infrastructures (PKIs) facilitate iden-

titymanagement and authentication in the IoT sys-

tem. Currently, the most commonly engaged PKIs

fall into two categories: certificate authorities

(CAs) and web of trust based on pretty good pri-

vacy. However, since the increasing number of

devices would require substantial computing and

storage resources to realize the constant message

exchange and identity authentication, these typi-

cal methods may not be able to meet the require-

ments of identity management in Internet of

Everything (IoE). Moreover, due to the high degree

of heterogeneity of IoT devices, the original block-

chain platform that merely uses “address” to rep-

resent node cannot bewell applied to IoT devices.

To address such challenges, a promising

research idea is to combine the smart contract

Table 1. Possible security risks of distributed IoT and promising solutions.

Layers Attack Types Challenges in System Design Promising Solutions

Physical Layer
Physical damage
Jamming
Firmware replacement attack

Device connection

Device recovery

Condition monitoring of
devices

State detection scheme

Data recovery mechanism

Network & Transport Layer

Eavesdropping
Information stealing

Cryptography algorithm for
messages

Lightweight cryptography
algorithm

Message spoofing Data privacy and security

Zero-knowledge proof

Homomorphic encryption
technology access control

Byzantine attack

Denial of service
Collusion

Consensus protocol

Hierarchical consensus
protocol

Dynamic committee

Application Layer
Sybil attack
Identity forgery
Selfish attack

Identity management

Authentication and
authorization

Admission control

Coalition and trust
establishment

Lightweight authentication
protocol based on lightweight
cryptography algorithm

Customized smart contracts
for admission

Reputation assessment model
based on blockchain data
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with lightweight encryption algorithms to auto-

matically manage identities. When a new IoT

device joins the network, we can implement

the reliable identity management by designing

dedicated smart contracts, including device

registration (including device type,manufacturer,

expiration date, public key, etc.), identity verifica-

tion, information update (including firmware

upgrade, expiration date, report of device loss,

etc.), and device obsolescence.7 Moreover, by

synchronizing the data recorded in the block-

chain, the full node can synchronize the state

of identity-related smart contract to implement

identity authentication. Similarly, after querying

the full node, the lightweight node can effectively

authenticate other IoT devices.

By exploiting the blockchain immutability

and the automated execution of smart contracts,

the decentralized identity management scheme

not only prevents identity forgery but also

reduces the cost of building trust compared to

CA-based approaches in IoT system.

RELIABLE DISTRIBUTED CONSENSUS
PROTOCOL

To ensure the normal operation of the entire

system in the P2P network, the distributed con-

sensus protocol plays a critical role in affecting

the security, scalability, and practicality.

The Bitcoin platform employs the proof-of-work

(PoW) protocol to solve the consensus problem,

where the node calculates a hash puzzle to com-

pete for the right of block generation. Neverthe-

less, PoW-based consensus may still be under

potential attacks such as 51% attacks and selfish

mining. Therefore, to fulfill the ever-growing

security and efficiency requirements, experts

and scholars have proposed other state-of-the-

art consensus protocols. Table 2 presents differ-

ent types of consensus protocols and elaborates

their characteristics with regards to openness,

costs, and updating rules. Moreover, we also

compare their performance in efficiency, secu-

rity, and scalability aspects. Among them, proof-

of-stake (PoS) and hybrid consensus protocol are

themost representative ones.

Compared with PoW, PoS saves more energy

since it doesn’t need to rely on the computing

power of the node. Participants to generate the

new block are selected according to the node’s

stake such as virtual currency or coin age. Ouro-

boros, a provably secure PoS consensus protocol

proposed by Kiayias,8 selects the leader based

on the node’s stake, and this leader will be

responsible for packing the new block. Simulation

tests show that Ouroboros has its distinguished

Table 2. Comparison of the different categories of consensus protocols.

Consensus

Protocol
PoW PoS PoSþPoW BFT-based Raft-based DPoS Hybrid

Prominent

Platform

Bitcoin

Ethereum

Cardano

Algorand

PPcoin

Blackcoin

Hyperledger

Tendermint

R3 Corda

Tangaroa
Bitshare EOS N/A

System Type Permissionless Permissionless Permissionless Permissioned Permissioned Permissioned Permissionless

Energy

Consumption
High Low Medium Low Low Low Low

Block

Confirmation
Probabilistic Probabilistic Probabilistic Deterministic Deterministic Deterministic Deterministic

Transaction

Rate
Low Medium Medium High High High High

Committee

Election
N/A Dynamic Dynamic Static Static Static Dynamic

Fault

Tolerance
< ¼ 50% Unknown Unknown < ¼ 33% N/A Unknown Unknown

Anonymity High Medium Medium Low Low Low High

Scalability Medium Medium Medium Low Low High High

Openness High Medium Medium Low Low Medium High

Fairness Medium Medium Medium Low Low Low Medium
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characteristics in practicability. Moreover, Ouro-

boros is proved to be secure in the perspective of

blockchain forks, incentives, and attack behaviors.

Hybrid consensus, another consensus proto-

col proposed by Rafael,9 divides the entire con-

sensus agreement into two layers, namely the

small-scale committee election and the Byzan-

tine fault tolerance (BFT) algorithm. The com-

mittee is selected from the nodes in P2P network

and executes the BFT algorithm in order to

implement the packing, verification, and dissem-

inating of the new block.

Nevertheless, the complexity and heterogene-

ity of the distributed IoT network bring further

attention that certain scenarios have demanding

requirements on real time for state synchroniza-

tion. Based on the above two hierarchical con-

sensus protocols, we can further combine the

characteristics of the IoT devices to design spe-

cific smart contracts to implement a hierarchical

admission control module for consensus proto-

col of IoT devices. Such layered procedures will

be critical to select the nodes with excellent per-

formances and, finally, to form the dynamic com-

mittee. The committee that applies the regular

rotation for blockchain maintenance will serve to

guarantee the real-time state update.

DECENTRALIZED COOPERATION
AND TRUST ESTABLISHMENT

While true collaboration is essential to accom-

plish certain services and functions, it would be

challengeable to establish the reliable coopera-

tion and trust in the IoT system since each node

can enter and leave the system freely at any time,

and the identity can be anonymous between

nodes. The reputation assessment model is effec-

tive to enhance cooperation and trust between

nodes in the P2P network, which has achieved

great success in IoT applications such as vehicu-

lar ad hoc networks and crowdsourcing.10 How-

ever, the entity-centric trust models based on

object evaluation have privacy leakage and free-

riding problems.11 Also, data-centric models are

deficient in the lack of data and latency of infor-

mation confirmation.

Based on blockchain technology, we can build

a globally consistent reputation assessment

model to enhance the effectiveness of the above

trust models. At present, there is not much

research regarding the assessment of node repu-

tation based on blockchain technology in a

completely anonymous environment. One poten-

tial solution is to establish a node assessment

model based on irreversible and transparent

block data. First, any node can extract the behav-

ior data of other nodes recorded in the block

under blockchain technology. After inputting

their behavior data to the reputation assessment

model, the credibility of the nodes would be cal-

culated automatically. Type of behaviors and

timeliness should be considered during credibil-

ity calculation since these two aspects reflect the

performance of the node over a period of time

and influence the final reputation distribution.

Hence, when selecting the proper type of behav-

ior and suitable time scale, it is essential to fur-

ther consider the incentives and preferences of

the nodes to better regulate the node behavior

and build trust.

TRANSACTION DATA PRIVACY AND
SECURITY

Privacy security is critical to system safety. In

the blockchain system, all transactions are

shared, and the transaction history may reveal

the frequency, content, and destination of trans-

actions, which increases the potential risks that

adversaries can infer the actual identity of partic-

ipants. In the convergence of blockchain and IoE,

adversaries can even obtain the IP or physical

address of IoT devices. What’s worse, it will likely

eventually cause device crash and system desta-

bilization via denial-of-service attack or node cap-

ture. Therefore, sensitive information that may

reflect actual physical location, device type, net-

work address, and other important private infor-

mation about nodes should be protected, in

particular when recording the transaction data.

Zero knowledge proof and homomorphic

encryption technology are potentially useful for

privacy protection in the blockchain system.12,13

Zero knowledge proof helps to ensure the confi-

dentiality of transactions in public blockchain.

On the one hand, detailed privacy information,

including transaction amount and transaction

destination address, could be protected in an

anonymousway. On the other hand, users can still

validate a transaction despite the hidden informa-

tion. A fully homomorphic encryption scheme

Innovations Using Blockchain—Part 2
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allows the simple computation on encrypted data.

For example, in the healthcare field, users can

request the service provider to compute and anal-

ysis individual medical data on ciphertexts with-

out leaking their electronic medical records.

Although zero-knowledge proof and homomor-

phic encryption are outstanding ways to release

the burden on privacy and security protection,

additional computation overload on the IoT devi-

ces is an overwhelming barrier to their practical-

ity. Uncertainties remain regarding whether these

two approaches are suitable for IoT scenarios,

and if so, what types of IoT scenarios are they are

suitable for? Therefore, we need to further verify

the impact of these two approaches on device

performance, including energy consumption and

response time.

CONCLUSION
In the face of a series of problems occuring in

the centralized IoT system such as single-point

attack, privacy leakage, andpoor scalability, block-

chain technology offers a greater potential for

developing IoE. Nevertheless, because IoT environ-

ments are characterized byconstrained resources,

a high degree of heterogeneity, and mobility of

network topology, numerous new challenges

have arisen. Cryptography algorithm, authentica-

tion protocol, consensus protocol, and reputation

assessment model are essential technologies to

boost the convergence of blockchain and IoE. This

article has shown that hierarchical and lightweight

protocols and schemes will be constructive to

enhance the efficiency and stability of the IoE sys-

tem. Moreover, this article proposes a feasible

trustmodel that will promote cooperation andpar-

ticipants’ contribution to the decentralized system

in order to ultimately realize IoE.

ACKNOWLEDGMENT
This work was supported in part by the

National Natural Science Foundation under Grants

61873166, 61673275, and 61473184.

& REFERENCES

1. F. A. Alaba et al., “Internet of things security:

A survey,” J. Netw. Comput. Appl., vol. 88, pp. 10–28,

2017.

2. T. M. Fern�andez-Caram�es and P. Fraga-Lamas, “A

review on the use of blockchain for the internet of

things,” IEEE Access, vol. 6, pp. 32979–33001, 2018.

3. R. Roman, J. Zhou, and J. Lopez, “On the features and

challenges of security and privacy in distributed

internet of things,” Comput. Netw., vol. 57, no. 10,

pp. 2266–2279, 2013.

4. N. Z. Aitzhan and D. Svetinovic, “Security and privacy

in decentralized energy trading through multi-

signatures, blockchain and anonymous messaging

streams,” IEEE Trans. Depend. Sec. Comput., vol. 15,

no. 5, pp. 840–852, Sep./Oct. 2018.

5. M. Su�arez-Albela et al., “A practical evaluation of a

high-security energy-efficient gateway for IoT fog

computing applications,” Sensors, vol. 17, no. 9, 2017,

Art. no. 1978.

6. Z. Liu et al., “On emerging family of elliptic curves to

secure internet of things: ECC comes of age,” IEEE

Trans. Depend. Sec. Comput., vol. 14, no. 3,

pp. 237–248, May/Jun. 2017.

7. M. T. Hammi et al., “Bubbles of trust: A decentralized

blockchain-based authentication system for IoT,”

Comput. Secur., vol. 78, pp. 126–142, 2018.

8. A. Kiayias et al., “Ouroboros: A provably secure

proof-of-stake blockchain protocol,” in Proc. Annu. Int.

Cryptol. Conf., 2017, pp. 357–388.

9. R. Pass and E. Shi, “Hybrid consensus: Efficient

consensus in the permissionless model,” in Proc. 31st

Int. Symp. Distrib. Comput., 2017, pp. 39:1–39:16.

10. A. Satsiou and L. Tassiulas, “Reputation-based

resource allocation in P2P systems of rational users,”

IEEE Trans. Parallel Distrib. Syst., vol. 21, no. 4,

pp. 466–479, 2010.

11. Z. Lu et al., “A privacy-preserving trust model based

on blockchain for VANETs,” IEEE Access, vol. 6,

pp. 45655–45664, 2018.

12. E. B. Sasson et al., “Zerocash: Decentralized

anonymous payments from bitcoin,” in Proc. IEEE

Symp. Secur. Privacy, 2014, pp. 459–474.

13. Q. Lin et al., “An ID-based linearly homomorphic

signature scheme and its application in blockchain,”

IEEE Access, vol. 6, pp. 20632–20640, 2018.

Lijun Wei is currently working toward the Ph.D.

degree at the School of Electronic Information and

Electrical Engineering, Shanghai Jiao Tong Univer-

sity, Shanghai, China. His current research interests

include distributed consensus protocol, blockchain

technology, and IoT architecture. Contact him at

sjtu_weilijun@sjtu.edu.cn.

September/October 2019 31

mailto:


Jing Wu has been with Shanghai Jiao Tong Univer-

sity, Shanghai, China, since 2011 and is currently an

Associate Professor. She is a registered Professional

Engineer in Alberta, Canada. Her current research

interests include robust model predictive control,

security control, and stability analysis and estima-

tions for cyber-physical systems. She received the

B.S. degree from Nanchang University, Nanchang,

China, in 2000; the M.S. degree from Yanshan Uni-

versity, Qinhuangdao, China, in 2002; and the Ph.D.

degree from University of Alberta, Edmonton, AB,

Canada, in 2008, all in electrical engineering. Con-

tact her at jingwu@sjtu.edu.cn.

Chengnian Long has been with Shanghai Jiao

Tong University, Shanghai, China, since 2009 and

has been a Full Professor since 2011. He was a

Research Associate with the Department of Com-

puter Science and Engineering, Hong Kong Univer-

sity of Science and Technology, and a Killam

Postdoctoral Fellow with the University of Alberta,

Edmonton, AB, Canada. His current research inter-

ests include Internet of things, blockchain technol-

ogy, deep learning, and cyber-physical system

security. He received the B.S., M.S., and Ph.D.

degrees from Yanshan University, Qinhuangdao,

China, in 1999, 2001, and 2004, respectively, all in

control theory and engineering. Contact him at

longcn@sjtu.edu.cn (Corresponding Author).

Yi-Bing Lin (M’96–SM’96–F’03) was a Research

Scientist with Bellcore (Telcordia) from 1990 to 1995.

He has since been with the National Chiao Tung

University (NCTU) in Taiwan. In 2010, he became a

Lifetime Chair Professor of NCTU and, in 2011, the

Vice President of NCTU. During 2014–2016, he was

a Deputy Minister, Ministry of Science and Technol-

ogy, Taiwan. Since 2016, he has been appointed as

a Vice Chancellor, University System of Taiwan

(for NCTU, NTHU, NCU, and NYM). He received

the Bachelor’s degree from National Cheng Kung

University, Tainan, Taiwan, in 1983 and the Ph.D.

degree from the University of Washington, Seattle,

WA, USA, in 1990. He is an Adjunct Research Fellow,

Institute of Information Science, Academia Sinica,

Research Center for Information Technology Innova-

tion, Academia Sinica, and a member of board of

directors, Chunghwa Telecom. He serves on the edi-

torial board of the IEEE TRANSACTIONS ON VEHICULAR

TECHNOLOGY. He has been General or Program Chair

for prestigious conferences, including ACM Mobi-

Com 2002. He is Guest Editor for several journals,

including the IEEE TRANSACTIONS ON COMPUTERS. He is

the author of the books Wireless and Mobile Network

Architecture (Wiley, 2001), Wireless and Mobile All-

IP Networks (Wiley, 2005), and Charging for Mobile

All-IP Telecommunications (Wiley, 2008). He has

been the recipient of numerous research awards,

including 2005 NSC Distinguished Researcher, the

2006 Academic Award of Ministry of Education and

2008 Award for Outstanding contributions in Science

and Technology, Executive Yuen, the 2011 National

Chair Award, and the TWAS Prize in Engineering Sci-

ences in 2011 (The Academy of Sciences for the

Developing World). He is on the advisory boards or

the review boards of various government organiza-

tions, including the Ministry of Economic Affairs,

Ministry of Education, Ministry of Transportation and

Communications, and National Science Council.

He is an AAAS Fellow, ACM Fellow, and IET Fellow.

Contact him at liny@cs.nctu.edu.tw.

Innovations Using Blockchain—Part 2

32 IT Professional

mailto:
mailto:
mailto:


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


